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What are we talking about..
Security shouldn't slow you down, it should scale with you.
I'll share how we build "Security as Code" using tools and policy engines 
like OPA, cnspec, and k8s admission controllers. 
We explain and demo how to discuss, develop, implement and practice 
key cloud-native security pieces for true defense in depth.

Beginning by clarifying what policies and best practices actually are, and 
where to source them. 
From there, we’ll explore how to translate high-level security requirements 
into concrete technical policies, including how to implement, enforce, and 
maintain them effectively.
Finally, we’ll briefly discuss the practical challenges of establishing these 
practices in real-world environments and sustaining them during day-to-
day operations.
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what policies are, and where to source them

Policies

Frameworks / Regulation

Standards

Guidelines

Controls

(high level) collection of requirements

Laws, External Obligations (Industry)

(semi) specific implementation best-

practices (industry wide)

(semi) specific implementation 

procedures (internal)

specific (technical) 

implementation instructions
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NIST CSF - Policy
“It offers a taxonomy of highlevel cybersecurity outcomes [..] The CSF does not 
prescribe how outcomes should be achieved. Rather, it links to online resources [..]”
- https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf
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BSI/ISO27k - Standards

“Im IT-Grundschutz-Kompendium werden standardisierte 
Sicherheitsanforderungen für typische Geschäftsprozesse, Anwendungen, IT-
Systeme, Kommunikationsverbindungen, Gebäude und Räume in IT-Grundschutz-
Bausteinen beschrieben [..]”
- https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Grundschutz/IT-GS-Kompendium/IT_Grundschutz_Kompendium_Edition2023.pdf
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PCI DSS - Standards

“ [..] PCI DSS provides a baseline of technical and operational requirements designed to
protect account data. [..]”

- https://docs-prv.pcisecuritystandards.org/PCI%20DSS/Standard/PCI-DSS-v4_0_1.pdf
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CIS Benchmarks - Controls

“This document provides prescriptive guidance for establishing a secure
configuration posture for Kubernetes v1.29 - v1.32.[..]”

- https://workbench.cisecurity.org/benchmarks/21709
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What are we talking about..

"Security as Code" […] tools and policy engines […] OPA, cnspec, and k8s 
admission controllers

[…] defense in depth.
[…] discuss, develop, implement and practice

 what policies are, and where to source them
[…] translate high-level […] into policies
[…] practical challenges […] in real-world
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discuss, develop, implement and practice

Source: https://www.geeksforgeeks.org/ethical-hacking/what-is-secure-software-development-life-cycle-ssdlc/
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discuss, develop, implement and practice

Code ArtefactBuild

Infrastructure VM / OS Platform / k8s

Deployment 
Manifest

App

Platform
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Repo Push 
Policies

Vulnerability 
Policies

IaC Policies

License Policies

Cost Policies

Security Policies

Custom Policies
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[…] translate high-level […] into policies

Policies

Frameworks / Regulation

Standards

Guidelines

Controls

(high level) collection of requirements

Laws, External Obligations (Industry)

(semi) specific implementation best-

practices (industry wide)

(semi) specific implementation 

procedures (internal)

specific (technical) 

implementation instructions
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[…] translate high-level […] into policies

If you want to ensure {PCI/…} compliance as code, you need to map 
technical checks to {PCI/…} controls.

Technical checks must be formulated as code.

Compliance controls are NOT asset bound – they are tech agnostic.
Technical checks are asset specific.

1 Compliance controls → Asset Type A tech check 2.3.1
   → Asset Type B tech check K.L.x
   → Asset Type C tech check 5
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[…] translate high-level […] into policies
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[…] translate high-level […] into policies

Key Part:

Somebody needs to map “high level” framework controls (PCI 
DSS,..), with low level tech checks (CIS Benchmarks).

Options:
-- github.com/ComplianceAsCode/content
-- Proprietary Vendor Mappings
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[…] translate high-level […] into policies

Daniel – kurze Demo.
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admission controllers

 defense in depth.
 discuss, develop, implement and practice

 what policies are, and where to source them
 translate high-level […] into policies

[…] practical challenges […] in real-world
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[…] practical challenges […] in real-world

 Know Your Requirements!
 Standardize and Streamline your SDLC
 Report, then Enforce Policies
 Use Policy Definition Workshops
 Use Policy Enforcement Sprints
 Invest Time and Money
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Demo Time

OPA to check Terraform code 
 → naming conventions for Artifactory Repos

cnspec for OS config checks 
 → Ubuntu CIS Benchmark Level 1+2

NeuVector for k8s deployment configs 
 → enforce resource limits
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