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Security as Code

v Description of the application behavior in native K8S YAML
v Network connections and protocols
v Ingress/eqgress
v Processes & File System Protection

v Version control of security policies in GIT

v Deploy & Enforce Global Security Rules
v Ingress / Egress, DLP detection, efc.

v RBAC
v Kubernetes CRD with respective permissions

v Simple migration from staging to production
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Your next task is to
figure out which applications
in your org use log4j
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Log4j Attack Explanation

Attacker sends malicious - Logdj interpolates the LDAP Server
Victim server logs )
string and queries responds with

malicious LDAP Server malicious java class
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e Image scanning + Admission Control

e Network-, File- and Process Policies

e WAF / DLP Deep Inspection

e ...and compliance checks
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Show the vulnerable App

Start INDI Exploit Toolkit

Run bad request and explain what happens
Show WAF / DLP rule alerts

Switch to Protect Mode

Show blocked BASH

Enforce WAF/DLP rules and show impact

Create new network rule and show impact
Hope that we got this far and everything worked
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2 DAYS 102 ratings

2 Cinema Halls 4.5/5 %
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