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Daniel Drack

- Senior DevOps Engineer @ FullStackS

- Community Organizer Graz / Austria

- KCD Austria Organizer

@DrackThor

Implementing a Multi-Layer 
Kubernetes Security System 
with SUSE NeuVector
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FullStackS Layers of Security



© 2023 Cloud Native Computing Foundation4

Full Lifecycle Container Security – Pipeline to Production

BUILD TEST STAGING

Vulnerability & Compliance Management

Risk Reports & 

Remediation

PRODUCTION

Build Scanning Registry 

Scanning

CIS Benchmarks

& Custom Adults

Compliance

PCI, GDPR, NIST

Run-Time Scanning

Container, Host, 

Platform



© 2023 Cloud Native Computing Foundation5

Container Lifecycle with SUSE NeuVector
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Container Lifecycle with SUSE NeuVector
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Security as Code

✔ Description of the application behavior in native K8S YAML

✔ Network connections and protocols

✔ Ingress/egress 

✔ Processes & File System Protection

✔ Version control of security policies in GIT

✔ Deploy & Enforce Global Security Rules

✔ Ingress / Egress, DLP detection, etc.

✔ RBAC 

✔ Kubernetes CRD with respective permissions

✔Simple migration from staging to production
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Use-Case Log4Shell
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This is how it all goes south..

Source: https://cloud-one-security.awsworkshop.io/ee/50_protection_demo/07_log4shell.html
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NeuVector and Log4J

● Image scanning + Admission Control

● Network-, File- and Process Policies

● WAF / DLP Deep Inspection

● … and compliance checks 
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Demo Steps

- Show the vulnerable App
- Start JNDI Exploit Toolkit
- Run bad request and explain what happens
- Show WAF / DLP rule alerts
- Switch to Protect Mode
- Show blocked BASH
- Enforce WAF/DLP rules and show impact
- Create new network rule and show impact
- Hope that we got this far and everything worked
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KCD Austria 
2024
kcdaustria.at
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10 
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6 
COMMUNITY
Sponsors

2 DAYS
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KCD Austria 2024

October 8th - 10th

kcdaustria.at
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